HREF &

ETHIET AT AR RERUR AR -

SRUETR T, KREXRZKERLEHA
(1. B R MRS N 36200032, B R E M AE A4S &i@45 4548 JLFE 100761;
3. BMERAI AL h T REZEHFARAZ AT 361009)

O TOREREEAT ONRRE 4R IR T RO A 00 AR R R R Y 3 Bl A o A I R T AR vk AL £
17 D0 ad 98 e B 27 20 3 A7 TR IE ST 2 04 58 o PE AR 2OME o 8 5 AR R T 3 AR AR T SRR AR AT | AT AR A
WA, 4 57300 iy A T AL DU L FG o, s Sy R AR AT D R A A S AT AR SR T SRR AT O ik S8 AT O AR AL
WAL, do i, 308 3k T G AL 28 R AR B RE = gl X Ui | 5 B 7T B8 kAR B 2 A Xk FU 8 S T B AR A I O3 AT B S
B R WIZ AR BAT [ 325 ) S TS B AR AR AR b P A e A D00 3K e A R 2l 28 DB AR i A Bk
FKSRIA A SR FE AT ORI KA s % 4

doi: 10.3969/].issn.1000-0801.2014.11.018

Research on Anti-Trojan Malware Mechanism
Based on Characteristic Behavior

Zou Weifu',Zhang Yiying®,Zhang Suxiang®, Yang Chengyue’
(1. State Grid Quanzhou Electric Power Supply Company, Quanzhou 362000, China;
2. State Grid Information & Telecommunication Co., Lid., Beijing 100761, China;
3. NARI Group Corporation Xiamen Great Power Gio Information Technology Co., Ltd., Xiamen 361009, China)

Abstract: Trojans inject systems and launch various attacks, such as eavesdropping secret information, tampering
with system configuration etc., which threats to system security seriously. A novel anti-Trojan malware mechanism
based on characteristic behavior and cosine similarity was proposed. Firstly, according to the initial rules base and
application behavior, the mechanism regularized the operations of application, and then, the mechanism invoked
rules to judges suspicious behaviors based on current rules base and operational impact. Once the application was
considered as Trojan malware, the system would dispatch the appropriate algorithm for processing. The mechanism
triggered by sensitive behaviors, and had the active prevention function and self-learning function. The analysis and
experiment show the solution can detect Trojan malware effectively.
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